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3 Draft policy for use of IT systems by students at College

Introduction

The objective of this assignment is to provide an opportunity for students to demonstrate that they can propose how the type of security threats that might exist in the College environment can be minimised through regulations and control of IT equipment and software used by students.

You will need to consider which problems you believe are most likely to arise in an unregulated environment, including potential breaches of legislation and the vulnerability of College management to prosecution under criminal law or to liability to civil action.

Draft a suitable policy for IT use with which you would recommend that students commit to complying.

In addition to the submission of a written document you will be asked to discuss with colleagues and your tutor such ethical and legal issues that may pertain to some of the restrictions you have proposed. Areas that you may wish to deal with could include, for example, sharing files on peer-to-peer type networks, the use of personal computers in class, access to social networking web sites and risks that may arise from use of equipment by inadequately trained individuals.

Completion date 

Your completed draft policy proposals should be submitted by 31 January 2009. 

Note 

It is recommended that you obtain a copy of any agreement that you may have signed yourself, or an actual policy being implemented at an organisation or institution for reference purposes.

Sources of information referred to must be provided as references to the relevant books, publications or web sites.

This assignment may provide evidence to meet criteria P6-7, and D1-2 

Learning Outcomes covered by this assignment

P6 describe the tools and policies an organisation can adopt in managing organisational issues in relation to ICT security

P7 describe how staff contracts and code of conduct can assist the task of ensuring secure systems.

D1 describe the possible security issues which exist within a given system identifying the likelihood of each and propose acceptable steps to counter the issues

D2 justify the security policies used in an organisation.







