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2 Countermeasures and promoting good practice

Introduction

The objective of this assignment is to provide an opportunity for students to demonstrate that they can describe the countermeasures that an organisation can take to minimise the impact, or prevent initial occurrence of, a range of different types of threat.

Include at least one measure that is related to physical equipment, such as avoiding damage to, or loss of, equipment and one that is related to software or information.

Design a range of posters or publicity material to promote awareness of security issues and be prepared to explain to the group the message that you wish to put across and its relevance in particular circumstances. (For example, you may wish to remind tutors not to leave computers unattended when they are logged in!)

The group and your tutor will select the best promotional ideas and each individual will submit a final version, revised as necessary to take into account feedback.

Completion date 

Your completed initial posters should be available by 30 November 2008 with final versions being submitted by 31 January 2009. 

Note 

For the purposes of this report you should ensure that only threats that are either current or, in specific instances have occurred within the last few years and that examples referred to have had an impact of some significance on operations of a UK registered organisation or institution.

Sources of information referred to must be provided as references to the relevant books, publications or web sites.

This assignment may provide evidence to meet criteria P1-4, M1-3 and D1 

Learning Outcomes covered by this assignment

P1 describe the various types of threats to organisations, systems and data

P2 describe the potential impact of four different threats

P3 describe the countermeasures available to an organisation that will reduce the risk of damage to information

P4 describe the countermeasures available to an organisation that will reduce the risk of damage to physical systems

M1 explain possible security issues which exist within a given system

M2 explain the operation and effect of two different threats involving gaining access to information without damage to equipment

D1 describe the possible security issues which exist within a given system identifying the likelihood of each and propose acceptable steps to counter the issues







